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ABUSE REPORT
ISP Range CMNET-jiangsu

Incidents recorded between 01/08/2021 07:05:15 and 31/08/2021 05:49:03 UTC

To: From:

IRT-CHINAMOBILE-CNChina
Mobile Communications
Corporation
29, Jinrong Ave., Xicheng
District, Beijing, 100032
China Mobile communications
corporation

Email abuse@chinamobile.com

VESNX SA
29 Boulevard Grande Duchesse
Charlotte, 1331 Luxembourg,
Luxembourg
support@asp-waf.com
Domain : www.asp-waf.com

Date : Tue 26 October 2021

Reference : CMNET-jiangsu-2021.213-2021.243 - 327

Regarding : Malicious activity detected against www.asp-waf.com dating 01/08/2021 07:05:15UTC -
31/08/2021 05:49:03UTC

Dear Sir/ Madam

This report is addressed to you based on activity that has been triggered by 2 IP addresses that are
maintained by you.

During 29 days we detected that no data entries flagged to report, we consider this activity to be malicious
activity, we recorded the activity and present it to you in this PDF.

In order to avoid further abuse through your hosted IP addresses, please address the issue internally
within 5 working days after which we will consider continued malicious activity to be condoned by you.

We expect an update regarding this matter and hereby inform you that we reserve the right to claim any
damage made and communicate this report with cyber-crime related law enforcement.

Feel free to contact me any time at support@asp-waf.com if you need more or other information.

To safeguard the domain www.asp-waf.com we may other activate protective measures.

Thank you for your cooperation in this matter

Yours sincerely

https://wq.apnic.net/apnic-bin/jwhois.pl?ip=221.131.165.65
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MANAGEMENT OVERVIEW
Activity against www.asp-waf.com by IRT-CHINAMOBILE-CN

based on data captured from Sat 31 Jul 21 till Mon 30 Aug 21

for IP range 221.131.64.0 - 221.131.191.255 (32’767 IP in scope)

Every request against www.asp-waf.com is validated against the firewall's Guard-Modules and if any of
the modules detects that then an incident is generated, this report contains detections with the following
patterns:

2140 attempts to exploit port 22 - secure shell (ssh)

on the 18926 days between Thu 01 Jan 1970 and Tue 26 Oct 2021

IP addresses  : 11 IP addresses with incidents : 10

HTTP requests served  : - HTTP incidents  : 1,006

IP address with port attacks : 11 Last port attack  : 26/10/2021

Ports attacked  : 2 Port based Incidents  : 1,428

Talking IP addresses  : - Last Talk  : -

Talking Applications  : - Talks Detected  : -

on the 30 days between Sat 31 Jul 2021 and Mon 30 Aug 2021

IP Addresses  : 2 IP addresses with incidents : 2

HTTP requests served  : - HTTP incidents  : -

IP address with port attacks : 2 Last port attack  : 31/08/2021

Ports attacked  : 2 Port based incidents  : 325

Abuse score-card IRT-CHINAMOBILE-CN

* The first priority of the ASP-WAF firewall is to protect the application, reporting, even though important comes second. Please consult the
glossary for a detailed explanation of each metric.

view activity diagram on the next page
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ACTIVITY
Activity, response and impact visualization
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ABUSE OVERVIEW

The malicious activity documented in the section is proof of activity that is considered outside regular
activity that is expected in www.asp-waf.com. We define something outside of regular activity if it falls
outside the terms of our services.

Some activity recorded here could is considered a cyber-crime, and next to us reporting the abuse to you,
we reserve the right to file a formal complaint with relative authorities. We hope that, by you reviewing this
document, you will cooperate with authorities if asked to do so and will take action and prevent any further
abuse.

No data entries flagged to report

The next 2 entries document the activities in greater detail.

Malicious Multi- socket activity from 221.131.165.23

The user on IP address 221.131.165.23 tried to exploit web based vulnerabilities.

During the reported time range user of IP address triggered an attempt to use and abuse a single exploit
one time.

01.Aug.21 169 penetration attempts period 01/08/2021 07:05:15 - 31/08/2021 05:49:03, all dates in UTC

07:05:15 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

08:23:08 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

08:49:14 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.23 continues on the next page...

DenySystemAccess

DenySystemAccess

DenySystemAccess
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09:41:39 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

14:39:15 Port 22 - Secure Shell (SSH)

The firewall detected 4 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

20:08:14 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

21:48:52 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

02.Aug.21 03:27:09 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.23 continues on the next page...

DenySystemAccess

DenySystemAccess

DenySystemAccess

DenySystemAccess

DenySystemAccess



Page 8 of 98powered by VESNX AG Luxembourg | www.asp-waf.com | info@asp-waf.comdigitally signed

11:54:27 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

14:55:43 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

19:40:31 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

20:33:26 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

04.Aug.21 13:30:58 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.23 continues on the next page...

DenySystemAccess

DenySystemAccess

DenySystemAccess

DenySystemAccess

DenySystemAccess
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17:27:26 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

23:53:06 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

05.Aug.21 01:27:06 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

06:56:03 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

16:31:07 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.23 continues on the next page...

DenySystemAccess

DenySystemAccess

DenySystemAccess

DenySystemAccess

DenySystemAccess
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22:19:05 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

06.Aug.21 10:19:31 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

13:26:51 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

20:34:00 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

07.Aug.21 00:49:54 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.23 continues on the next page...

DenySystemAccess

DenySystemAccess

DenySystemAccess

DenySystemAccess

DenySystemAccess
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05:30:08 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

19:55:18 Port 22 - Secure Shell (SSH)

The firewall detected 4 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

08.Aug.21 03:27:34 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

17:14:00 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

18:02:12 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.23 continues on the next page...

DenySystemAccess

DenySystemAccess

DenySystemAccess

DenySystemAccess

DenySystemAccess
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19:39:54 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

23:38:09 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

09.Aug.21 01:15:09 Port 22 - Secure Shell (SSH)

The firewall detected 4 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

16:17:34 Port 22 - Secure Shell (SSH)

The firewall detected 3 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

10.Aug.21 00:17:40 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.23 continues on the next page...

DenySystemAccess

DenySystemAccess

DenySystemAccess

DenySystemAccess

DenySystemAccess
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06:51:01 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

09:20:33 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

11:30:29 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

17:29:46 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

23:46:37 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.23 continues on the next page...

DenySystemAccess

DenySystemAccess

DenySystemAccess

DenySystemAccess

DenySystemAccess
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11.Aug.21 11:25:38 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

14:28:22 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

21:39:33 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

23:10:32 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

12.Aug.21 03:17:53 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.23 continues on the next page...

DenySystemAccess

DenySystemAccess

DenySystemAccess

DenySystemAccess

DenySystemAccess
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09:50:41 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

16:15:16 Port 22 - Secure Shell (SSH)

The firewall detected 3 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

13.Aug.21 05:09:00 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

09:56:05 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

14.Aug.21 00:30:06 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.23 continues on the next page...

DenySystemAccess

DenySystemAccess

DenySystemAccess

DenySystemAccess

DenySystemAccess
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17:11:55 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

15.Aug.21 11:39:04 Port 22 - Secure Shell (SSH)

The firewall detected 3 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

20:42:54 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

16.Aug.21 01:15:38 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

05:27:29 Port 22 - Secure Shell (SSH)

The firewall detected 3 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.23 continues on the next page...

DenySystemAccess

DenySystemAccess

DenySystemAccess

DenySystemAccess

DenySystemAccess



Page 17 of 98powered by VESNX AG Luxembourg | www.asp-waf.com | info@asp-waf.comdigitally signed

12:50:04 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

17.Aug.21 03:25:45 Port 22 - Secure Shell (SSH)

The firewall detected 4 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

12:20:51 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

18:43:37 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

19:26:36 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.23 continues on the next page...

DenySystemAccess

DenySystemAccess

DenySystemAccess

DenySystemAccess

DenySystemAccess
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18.Aug.21 02:16:23 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

05:53:43 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

11:10:58 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

20:07:22 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

19.Aug.21 01:13:27 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.23 continues on the next page...
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20:30:08 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

20.Aug.21 01:36:44 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

03:36:22 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

05:36:21 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

07:36:22 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.23 continues on the next page...
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08:17:12 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

10:46:10 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

14:50:07 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

19:36:31 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

21.Aug.21 06:59:37 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.23 continues on the next page...
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12:56:05 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

16:19:11 Port 22 - Secure Shell (SSH)

The firewall detected 3 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

21:42:58 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

22:58:50 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

22.Aug.21 04:18:46 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.23 continues on the next page...
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12:00:44 Port 22 - Secure Shell (SSH)

The firewall detected 20 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

17:41:18 Port 22 - Secure Shell (SSH)

The firewall detected 8 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 1’032 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

19:28:55 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

20:15:37 Port 22 - Secure Shell (SSH)

The firewall detected 4 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 1’032 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY
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SSH 2 0 PUTTY

SSH 2 0 PUTTY

21:10:41 Port 22 - Secure Shell (SSH)

The firewall detected 9 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 1’032 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

23:54:10 Port 22 - Secure Shell (SSH)

The firewall detected 7 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 2’064 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY
activity by 221.131.165.23 continues on the next page...
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23.Aug.21 00:40:52 Port 22 - Secure Shell (SSH)

The firewall detected 14 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

04:39:32 Port 22 - Secure Shell (SSH)

The firewall detected 3 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 344 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

05:26:26 Port 22 - Secure Shell (SSH)

The firewall detected 3 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 688 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

06:13:31 Port 22 - Secure Shell (SSH)

The firewall detected 3 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 688 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY
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SSH 2 0 PUTTY

06:56:42 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 344 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

07:32:20 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

08:07:42 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

08:23:26 Port 22 - Secure Shell (SSH)

The firewall detected 3 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 344 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY
activity by 221.131.165.23 continues on the next page...
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08:59:47 Port 22 - Secure Shell (SSH)

The firewall detected 8 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 2’064 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

22:00:16 Port 22 - Secure Shell (SSH)

The firewall detected 12 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 3’440 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY
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SSH 2 0 PUTTY

23:00:34 Port 22 - Secure Shell (SSH)

The firewall detected 6 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 1’032 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

23:28:06 Port 22 - Secure Shell (SSH)

The firewall detected 43 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 10’320 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

DenySystemAccess

DenySystemAccess



Page 28 of 98powered by VESNX AG Luxembourg | www.asp-waf.com | info@asp-waf.comdigitally signed

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY
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SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY zXú

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

24.Aug.21 02:39:16 Port 22 - Secure Shell (SSH)

The firewall detected 49 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 14’448 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY
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SSH 2 0 PUTTY

SSH 2 0 PUTTY
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06:21:15 Port 22 - Secure Shell (SSH)

The firewall detected 113 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 4’472 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY
activity by 221.131.165.23 continues on the next page...
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18:18:23 Port 22 - Secure Shell (SSH)

The firewall detected 9 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 2’064 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

19:05:48 Port 22 - Secure Shell (SSH)

The firewall detected 20 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 3’784 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY
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SSH 2 0 PUTTY

SSH 2 0 PUTTY

22:21:30 Port 22 - Secure Shell (SSH)

The firewall detected 162 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 6’536 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY
activity by 221.131.165.23 continues on the next page...
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25.Aug.21 14:24:53 Port 22 - Secure Shell (SSH)

The firewall detected 17 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 3’096 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

16:31:11 Port 22 - Secure Shell (SSH)

The firewall detected 21 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 2’752 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY
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SSH 2 0 PUTTY

SSH 2 0 PUTTY

18:12:54 Port 22 - Secure Shell (SSH)

The firewall detected 41 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

23:45:57 Port 22 - Secure Shell (SSH)

The firewall detected 13 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 2’064 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

26.Aug.21 01:36:46 Port 22 - Secure Shell (SSH)

The firewall detected 5 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 688 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit :
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SSH 2 0 PUTTY

SSH 2 0 PUTTY

02:07:27 Port 22 - Secure Shell (SSH)

The firewall detected 20 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 4’128 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

04:05:31 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 344 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY
activity by 221.131.165.23 continues on the next page...
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04:32:30 Port 22 - Secure Shell (SSH)

The firewall detected 6 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 344 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

05:10:53 Port 22 - Secure Shell (SSH)

The firewall detected 20 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 4’816 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY
activity by 221.131.165.23 continues on the next page...
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07:27:56 Port 22 - Secure Shell (SSH)

The firewall detected 25 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 5’160 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

09:41:52 Port 22 - Secure Shell (SSH)

The firewall detected 20 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 4’816 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit :
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SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

11:20:05 Port 22 - Secure Shell (SSH)

The firewall detected 8 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 1’720 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY
activity by 221.131.165.23 continues on the next page...
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11:57:19 Port 22 - Secure Shell (SSH)

The firewall detected 80 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 10’664 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY
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SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

19:37:54 Port 22 - Secure Shell (SSH)

The firewall detected 5 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 1’376 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

20:19:10 Port 22 - Secure Shell (SSH)

The firewall detected 47 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 11’696 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY
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SSH 2 0 PUTTY

SSH 2 0 PUTTY

27.Aug.21 01:33:52 Port 22 - Secure Shell (SSH)

The firewall detected 11 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 2’752 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

02:37:07 Port 22 - Secure Shell (SSH)

The firewall detected 52 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 12’384 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY
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SSH 2 0 PUTTY

08:35:08 Port 22 - Secure Shell (SSH)

The firewall detected 6 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 1’376 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

08:59:47 Port 22 - Secure Shell (SSH)

The firewall detected 14 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 3’440 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY
activity by 221.131.165.23 continues on the next page...
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10:50:11 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 344 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

11:29:01 Port 22 - Secure Shell (SSH)

The firewall detected 6 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 1’376 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

12:06:26 Port 22 - Secure Shell (SSH)

The firewall detected 4 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.23 continues on the next page...
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13:05:55 Port 22 - Secure Shell (SSH)

The firewall detected 42 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 3’784 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

17:30:44 Port 22 - Secure Shell (SSH)

The firewall detected 5 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 688 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY
activity by 221.131.165.23 continues on the next page...

DenySystemAccess

DenySystemAccess



Page 47 of 98powered by VESNX AG Luxembourg | www.asp-waf.com | info@asp-waf.comdigitally signed

18:06:19 Port 22 - Secure Shell (SSH)

The firewall detected 30 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 1’720 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

21:41:35 Port 22 - Secure Shell (SSH)

The firewall detected 8 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

22:46:35 Port 22 - Secure Shell (SSH)

The firewall detected 3 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 688 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY
activity by 221.131.165.23 continues on the next page...
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23:07:16 Port 22 - Secure Shell (SSH)

The firewall detected 11 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 2’408 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

28.Aug.21 00:13:14 Port 22 - Secure Shell (SSH)

The firewall detected 14 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 3’784 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY
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SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

01:46:33 Port 22 - Secure Shell (SSH)

The firewall detected 53 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 2’064 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

07:09:02 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

07:38:44 Port 22 - Secure Shell (SSH)

The firewall detected 8 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 1’720 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY
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SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

08:27:45 Port 22 - Secure Shell (SSH)

The firewall detected 9 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 2’408 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

09:12:31 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

09:29:33 Port 22 - Secure Shell (SSH)

The firewall detected 3 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 688 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY
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SSH 2 0 PUTTY

10:25:31 Port 22 - Secure Shell (SSH)

The firewall detected 7 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 1’376 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

11:23:48 Port 22 - Secure Shell (SSH)

The firewall detected 3 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 344 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

12:16:18 Port 22 - Secure Shell (SSH)

The firewall detected 7 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 1’720 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY
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SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

13:12:06 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

13:41:47 Port 22 - Secure Shell (SSH)

The firewall detected 7 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

14:51:37 Port 22 - Secure Shell (SSH)

The firewall detected 35 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 9’288 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY
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18:46:12 Port 22 - Secure Shell (SSH)

The firewall detected 27 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 344 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY
activity by 221.131.165.23 continues on the next page...
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22:19:08 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

22:47:50 Port 22 - Secure Shell (SSH)

The firewall detected 13 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 344 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

29.Aug.21 00:02:00 Port 22 - Secure Shell (SSH)

The firewall detected 48 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 688 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

04:58:14 Port 22 - Secure Shell (SSH)

The firewall detected 9 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 2’408 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY
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SSH 2 0 PUTTY
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SSH 2 0 PUTTY

05:43:19 Port 22 - Secure Shell (SSH)

The firewall detected 12 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 1’376 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

07:18:16 Port 22 - Secure Shell (SSH)

The firewall detected 59 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 6’880 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY
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12:31:53 Port 22 - Secure Shell (SSH)

The firewall detected 10 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 2’064 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY
activity by 221.131.165.23 continues on the next page...
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13:21:02 Port 22 - Secure Shell (SSH)

The firewall detected 5 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 344 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

14:08:07 Port 22 - Secure Shell (SSH)

The firewall detected 10 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 3’096 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

15:04:53 Port 22 - Secure Shell (SSH)

The firewall detected 7 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.23 continues on the next page...
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16:02:52 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

16:36:23 Port 22 - Secure Shell (SSH)

The firewall detected 18 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 5’504 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY
activity by 221.131.165.23 continues on the next page...
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18:23:43 Port 22 - Secure Shell (SSH)

The firewall detected 6 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 1’376 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

18:48:09 Port 22 - Secure Shell (SSH)

The firewall detected 5 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 1’376 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY úhzÑ

SSH 2 0 PUTTY g

SSH 2 0 PUTTY

SSH 2 0 PUTTY

19:12:58 Port 22 - Secure Shell (SSH)

The firewall detected 16 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 4’816 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit :
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SSH 2 0 PUTTY

20:24:55 Port 22 - Secure Shell (SSH)

The firewall detected 3 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 688 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

20:45:57 Port 22 - Secure Shell (SSH)

The firewall detected 10 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 1’376 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY
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SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

21:41:50 Port 22 - Secure Shell (SSH)

The firewall detected 10 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 2’752 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

23:03:02 Port 22 - Secure Shell (SSH)

The firewall detected 12 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 2’408 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY
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SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

23:53:27 Port 22 - Secure Shell (SSH)

The firewall detected 25 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 688 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

30.Aug.21 03:03:51 Port 22 - Secure Shell (SSH)

The firewall detected 6 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 1’376 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

03:54:36 Port 22 - Secure Shell (SSH)

The firewall detected 29 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 1’376 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY
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SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

07:22:52 Port 22 - Secure Shell (SSH)

The firewall detected 24 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 688 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

10:22:15 Port 22 - Secure Shell (SSH)

The firewall detected 90 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 5’504 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

DenySystemAccess

DenySystemAccess



Page 64 of 98powered by VESNX AG Luxembourg | www.asp-waf.com | info@asp-waf.comdigitally signed

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

19:22:11 Port 22 - Secure Shell (SSH)

The firewall detected 13 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

21:06:47 Port 22 - Secure Shell (SSH)

The firewall detected 96 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 10’320 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY
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Malicious Multi- socket activity from 221.131.165.56

The user on IP address 221.131.165.56 tried to exploit web based vulnerabilities.

During the reported time range user of IP address triggered an attempt to use and abuse a single exploit
one time.

01.Aug.21 158 penetration attempts period 01/08/2021 07:23:35 - 31/08/2021 02:58:22, all dates in UTC

07:23:35 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

11:07:09 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

13:27:47 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

14:28:17 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

23:56:22 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.56 continues on the next page...
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02.Aug.21 07:28:08 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

09:01:50 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

12:30:13 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

13:28:33 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

20:02:32 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.56 continues on the next page...
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21:48:16 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

23:31:56 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

03.Aug.21 03:22:08 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

07:42:26 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

09:40:26 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.56 continues on the next page...
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12:39:03 Port 22 - Secure Shell (SSH)

The firewall detected 3 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

04.Aug.21 00:51:57 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

07:41:17 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

10:31:14 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

13:20:50 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.56 continues on the next page...
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05.Aug.21 02:38:39 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

06.Aug.21 16:36:43 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

07.Aug.21 00:23:40 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

05:53:46 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

18:07:21 Port 22 - Secure Shell (SSH)

The firewall detected 3 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.56 continues on the next page...
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08.Aug.21 06:28:01 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

15:47:37 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

16:49:34 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

20:14:08 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

20:57:39 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.56 continues on the next page...
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09.Aug.21 02:03:31 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

10:37:54 Port 22 - Secure Shell (SSH)

The firewall detected 8 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

10.Aug.21 00:06:01 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

01:10:03 Port 22 - Secure Shell (SSH)

The firewall detected 5 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

08:23:51 Port 22 - Secure Shell (SSH)

The firewall detected 3 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 344 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY
activity by 221.131.165.56 continues on the next page...
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10:20:25 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

15:03:54 Port 22 - Secure Shell (SSH)

The firewall detected 4 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

23:32:16 Port 22 - Secure Shell (SSH)

The firewall detected 5 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

11.Aug.21 10:34:06 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

13:14:46 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.56 continues on the next page...
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13:54:07 Port 22 - Secure Shell (SSH)

The firewall detected 3 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

12.Aug.21 01:54:09 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

02:37:26 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

09:03:18 Port 22 - Secure Shell (SSH)

The firewall detected 3 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

17:02:37 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.56 continues on the next page...
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20:16:24 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

21:42:13 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

13.Aug.21 06:12:19 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

12:14:33 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

17:21:35 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.56 continues on the next page...
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21:24:02 Port 22 - Secure Shell (SSH)

The firewall detected 3 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

14.Aug.21 04:25:27 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

09:22:53 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

17:14:28 Port 22 - Secure Shell (SSH)

The firewall detected 3 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

22:54:15 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.56 continues on the next page...
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15.Aug.21 06:42:36 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

07:49:50 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

08:16:12 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

09:24:28 Port 22 - Secure Shell (SSH)

The firewall detected 6 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

17:17:55 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.56 continues on the next page...
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19:54:38 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

20:34:10 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

22:32:00 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

23:23:53 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

16.Aug.21 01:33:49 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.56 continues on the next page...
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01:59:41 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 344 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

02:51:13 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

04:15:39 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

05:59:40 Port 22 - Secure Shell (SSH)

The firewall detected 7 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

12:10:50 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.56 continues on the next page...
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13:31:37 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

14:56:48 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

16:28:46 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

18:21:54 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

17.Aug.21 00:41:12 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.56 continues on the next page...
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03:40:10 Port 22 - Secure Shell (SSH)

The firewall detected 4 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

09:58:32 Port 22 - Secure Shell (SSH)

The firewall detected 5 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

21:47:45 Port 22 - Secure Shell (SSH)

The firewall detected 3 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

18.Aug.21 07:33:38 Port 22 - Secure Shell (SSH)

The firewall detected 6 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We stopped the attack before determining the exact exploit used. However, we
have recorder 1’720 bytes of data send by the attacker using Stream, this data is
available in the detailed report.
We responded to the attempt to exploit our server by answering legal note:This
service is being monitored and we have detected your intentions attack {Name}
via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful
activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Triggered :

Decision : legal note:This service is being monitored and we have detected your intentions attack {Name} via {IP}:{Port} to gain unlawful access to the system, please note that any unlawful activity will be reported to {ISP} as well as the relevant authorities in {Country}.

Action : Continued recording activity

Exploit : SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY

SSH 2 0 PUTTY
activity by 221.131.165.56 continues on the next page...
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10:30:43 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

18:35:36 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

20:44:51 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

19.Aug.21 02:28:24 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

02:49:33 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.56 continues on the next page...
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03:58:37 Port 22 - Secure Shell (SSH)

The firewall detected 6 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

11:56:34 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

14:11:37 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

15:48:39 Port 22 - Secure Shell (SSH)

The firewall detected 4 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

20:16:09 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.56 continues on the next page...
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22:44:37 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

20.Aug.21 01:12:56 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

02:37:46 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

06:11:09 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

08:58:36 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.56 continues on the next page...
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10:59:07 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

15:09:23 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

19:36:25 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

20:38:14 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

21.Aug.21 00:22:11 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.56 continues on the next page...
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01:23:48 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

02:05:15 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

03:07:09 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

18:52:01 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

19:30:08 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.56 continues on the next page...
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20:46:51 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

21:43:49 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

22:41:13 Port 22 - Secure Shell (SSH)

The firewall detected 3 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

22.Aug.21 04:53:30 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

08:44:07 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.56 continues on the next page...
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11:28:43 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

23.Aug.21 06:33:04 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

07:50:04 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

08:41:17 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

15:40:07 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.56 continues on the next page...
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16:56:28 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

19:52:06 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

22:04:25 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

24.Aug.21 01:44:14 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

04:46:01 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.56 continues on the next page...
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09:09:10 Port 22 - Secure Shell (SSH)

The firewall detected 3 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

18:30:56 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

19:41:46 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

22:49:42 Port 22 - Secure Shell (SSH)

The firewall detected 9 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

25.Aug.21 15:38:27 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.56 continues on the next page...

DenySystemAccess

DenySystemAccess

DenySystemAccess

DenySystemAccess

DenySystemAccess



Page 91 of 98powered by VESNX AG Luxembourg | www.asp-waf.com | info@asp-waf.comdigitally signed

17:19:14 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

22:28:39 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

26.Aug.21 03:25:07 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

09:47:44 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

11:22:53 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.56 continues on the next page...
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14:14:53 Port 22 - Secure Shell (SSH)

The firewall detected 8 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

20:42:05 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

27.Aug.21 02:07:55 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

02:46:46 Port 22 - Secure Shell (SSH)

The firewall detected 4 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

08:49:17 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.56 continues on the next page...
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10:24:11 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

18:26:33 Port 22 - Secure Shell (SSH)

The firewall detected 3 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

21:48:46 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

28.Aug.21 06:30:19 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

09:52:48 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.56 continues on the next page...
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12:47:51 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

14:14:04 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

18:28:33 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

19:44:42 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

22:15:41 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.56 continues on the next page...
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23:29:21 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

29.Aug.21 01:32:54 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

05:16:30 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

07:40:10 Port 22 - Secure Shell (SSH)

The firewall detected 4 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

15:27:10 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.56 continues on the next page...

DenySystemAccess

DenySystemAccess

DenySystemAccess

DenySystemAccess

DenySystemAccess



Page 96 of 98powered by VESNX AG Luxembourg | www.asp-waf.com | info@asp-waf.comdigitally signed

16:18:49 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

17:31:10 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

21:53:26 Port 22 - Secure Shell (SSH)

The firewall detected 2 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

23:52:44 Port 22 - Secure Shell (SSH)

The firewall detected 3 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

30.Aug.21 03:10:23 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity
activity by 221.131.165.56 continues on the next page...
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08:22:07 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

11:50:45 Port 22 - Secure Shell (SSH)

The firewall detected 3 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

19:49:31 Port 22 - Secure Shell (SSH)

The firewall detected a attempt by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

21:00:28 Port 22 - Secure Shell (SSH)

The firewall detected 3 attempts by an attacker to takes advantage of
vulnerabilities in the
Secure Shell Protocol to gain physical access to our server.
We rejected any data send by the attacker and stopped the attack before
determining the exact exploit used.

Triggered :

Decision :

Action : Continued recording activity

31.Aug.21 end or reported activity
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GLOSSARY

The following glossary explains some of the terms & states names used when communicating malicious
activity in this abuse report.

DenySystemAccess An attempt to obtain system access was detected and blocked
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